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Introduction

This document lists the MAC OSX anti-malware, patch management, disk encryption, and firewall products that are supported by
the ISE Posture Agent. The MAC OSX compliance modules are version 4.3.940.4353.

\)

Note To request support for unsupported products or versions, raise an enhancement request.

Anti-Malware
Product Name Product Definition | Live Application | Application | Application | Min. Compliance
Version State Update |Running |Kill Uninstall | Module Version
Check Check

360.CN

360 Skylar 6.x yes - yes yes - 4.3.150.2304
Amelia Dybala

AntiVirus Thor I.x - - yes yes - 4.2.1314.0
Apple Inc.

Gatekeeper 10.x - - yes yes - 4.3.477.4352
AVAST Software a.s.

Avast Business Security 12.x yes yes yes yes - 4.2.1314.0
Avast Mac Security 10.x yes yes yes yes yes 4.2.1314.0
Avast Mac Security 7.x yes yes yes yes yes 4.2.1314.0
Avast Mac Security 11.x yes yes yes yes yes 4.2.1314.0
Avast Mac Security 12.x yes yes yes yes yes 4.2.1314.0
Avast Mac Security 13.x yes yes yes yes yes 4.2.1314.0
Avast Business Antivirus 13.x yes yes yes yes - 4.3.264.2304
Avast Mac Security 14.x yes yes yes yes yes 4.3.940.4353
AVG Technologies CZ, s.r.o.

AVG AntiVirus 2015.x yes yes yes yes yes 4.3.226.2304
AVG AntiVirus 17.x yes yes yes yes yes 4.3.226.2304
AVG AntiVirus 18.x yes yes yes yes yes 4.3.226.2304
AVG AntiVirus 19.x yes yes yes yes yes 4.3.688.4353
Avira GmbH




Product Name Product Definition | Live Application | Application | Application | Min. Compliance

Version State Update |Running |Kill Uninstall | Module Version
Check Check

Avira Mac Security 2.x yes - yes yes yes 4.2.1314.0

Avira Mac Security 3x yes - yes yes yes 4.2.1314.0

Avira Mac Security 1.x - - yes yes - 4.3.824.4353

Bitdefender

Bitdefender Endpoint Security |4.x yes yes yes yes - 4.2.1314.0

for Mac

Bitdefender Virus Scanner 3.x - - yes yes - 4.2.1314.0

Bitdefender Virus Scanner Plus |3.x yes - yes yes - 4.2.1314.0

Bitdefender Antivirus for Mac | 4.x yes - yes yes - 4.3.226.2304

Bitdefender Antivirus for Mac | 5.x yes - yes yes - 4.3.226.2304

Bitdefender Antivirus for Mac | 6.x yes - yes yes - 4.3.226.2304

Bitdefender Antivirus for Mac | 7.x yes - yes yes - 4.3.226.2304

Carbon Black, Inc.

Carbon Black Response 6.x yes - yes yes - 4.3.87.2304

Carbon Black Defense 1.x yes - yes yes - 4.3.940.4353

Carbon Black Defense 2.x yes - yes yes - 4.3.940.4353

Carbon Black Defense 3.x yes - yes yes - 4.3.940.4353

Chili Security

Chili Antivirus for Mac 3x - - yes yes - 4.2.1314.0

Cisco Systems, Inc.

Cisco Advanced Malware 1.x yes - yes yes - 4.2.1314.0

Protection for Endpoints

ClamWin Pty Ltd

ClamXav 2.x yes yes yes yes yes 4.2.1314.0

Comodo Group

Comodo Antivirus for Mac I.x yes - yes yes - 4.3.477.4352

Comodo Antivirus for Mac 2.x yes - yes yes - 4.3.477.4352

CrowdStrike, Inc.

CrowdStrike Falcon 3.x yes - yes yes - 4.2.1314.0

CrowdStrike Falcon 4.x yes - yes yes - 4.3.87.2304

CrowdStrike Falcon 5.x yes - yes yes - 4.3.688.4353




Product Name Product Definition | Live Application | Application | Application | Min. Compliance

Version State Update |Running |Kill Uninstall | Module Version
Check Check

Cyber Intelligence Solution,

LLC

Antivirus X-Out 1.x - - yes yes - 4.3.940.4353

CyberByte SRL

CyberByte Antivirus 2.x - - yes yes - 4.2.1314.0

Cybereason

Cybereason ActiveProbe 17.x - - yes yes - 4.3.688.4353

Cylance Inc.

CylancePROTECT 1.x yes - yes yes - 4.3.477.4352

CylancePROTECT 2.x yes - yes yes - 4.3.477.4352

Advanced Threat Prevention 2.x yes - yes yes - 4.3.520.4352

Doctor Web, Ltd.

Dr.Web Light 6.x - - yes yes - 4.2.1314.0

Dr.Web for Mac OS X 9.x yes yes yes yes - 4.2.1314.0

EDELWEISS SRL

Endurance Antivirus 2.x - - yes yes - 4.2.1314.0

Endurance Antivirus 3.x - - yes yes - 4.2.1314.0

Endurance Antivirus 4.x - - yes yes - 4.3.87.2304

ESET

ESET Cyber Security 6.x yes yes yes yes yes 4.2.1314.0

ESET Cyber Security 4.x yes yes yes yes yes 4.2.1314.0

ESET Cyber Security 5x yes yes yes yes yes 4.2.1314.0

ESET Cyber Security Pro 6.x yes yes yes yes yes 4.2.1314.0

ESET Cyber Security Pro 5.x yes yes yes yes yes 4.2.1314.0

ESET Endpoint Antivirus 6.x yes yes yes yes - 4.2.1314.0

ESET Endpoint Security 6.x yes - yes yes - 4.2.1314.0

ESET NOD32 Antivirus 4.x yes yes yes yes - 4.2.1314.0

F-Secure Corporation

F-Secure Anti-Virus for Mac 1.x yes - yes yes yes 4.2.1314.0

F-Secure Anti-Virus for Mac 16.x yes - yes yes yes 4.2.1314.0

F-Secure Anti-Virus for Mac 17.x yes - yes yes yes 4.2.1314.0




Product Name Product Definition | Live Application | Application | Application | Min. Compliance

Version State Update |Running |Kill Uninstall | Module Version
Check Check

F-Secure Client Security for Mac | 1.x yes - yes yes - 4.3.87.2304

F-Secure Client Security for Mac | 13.x yes - yes yes - 4.3.87.2304

F-Secure Computer Protection |17.x yes - yes yes - 4.3.87.2304

for Mac

F-Secure Computer Protection | 18.x yes - yes yes - 4.3.87.2304

for Mac

F-Secure Computer Protection |17.x yes - yes yes - 4.3.824.4353

and Rapid Detection & Response

for Mac

FireEye, Inc.

FireEye Endpoint Agent 27.x yes - yes yes - 4.3.477.4352

FireEye Endpoint Agent 28.x yes - yes yes - 4.3.477.4352

FireEye Endpoint Agent 29.x yes - yes yes - 4.3.477.4352

FireEye Endpoint Agent 30.x yes - yes yes - 4.3.824.4353

Fortinet Inc.

FortiClient 6.x yes - yes yes - 4.3.940.4353

G Data Software AG

G Data AntiVirus 1.x yes - yes yes - 4.3.226.2304

G Data AntiVirus 3.x yes - yes yes - 4.3.226.2304

Intego

Flextivity 1.x yes - yes yes - 4.2.1314.0

VirusBarrier 10.x yes - yes yes yes 4.2.1314.0

10bit

MacBooster 2.x - - yes yes - 4.2.1314.0

MacBooster 4.x - - yes yes - 4.2.1314.0

Kaspersky Lab

Kaspersky Anti-Virus 8.x yes yes yes yes - 4.2.1314.0

Kaspersky Anti-Virus 10.x yes yes yes yes - 4.2.1314.0

Kaspersky Endpoint Security 10.x yes yes yes yes - 4.2.1314.0

Kaspersky Internet Security 15.x yes yes yes yes - 4.2.1314.0

Kaspersky Internet Security 10.x yes yes yes yes - 4.2.1314.0

Kaspersky Internet Security 16.x yes yes yes yes - 4.2.1314.0




Product Name Product Definition | Live Application | Application | Application | Min. Compliance

Version State Update |Running |Kill Uninstall | Module Version
Check Check

Kaspersky Internet Security 18.x yes yes yes yes - 4.3.87.2304

Kaspersky Internet Security 19.x yes yes yes yes - 4.3.477.4352

Kaspersky Endpoint Security I1.x yes yes yes yes - 4.3.824.4353

Kaspersky Internet Security 20.x yes yes yes yes - 4.3.824.4353

Kaspersky Security Cloud 19.x yes yes yes yes - 4.3.824.4353

Kromtech

MacKeeper 2.x yes yes yes yes yes 4.2.1314.0

MacKeeper 3x yes yes yes yes yes 4.2.1314.0

MacPaw Inc.

CleanMyMac X 4.x - - yes yes - 4.3.824.4353

Malwarebytes Corporation

Malwarebytes Anti-Malware 1.x - - yes yes yes 4.2.1314.0

Malwarebytes Anti-Malware 3.x - - yes yes yes 4.2.1314.0

Malwarebytes 3.x - - yes yes yes 4.3.477.4352

Malwarebytes Endpoint Agent | 1.x - - yes yes - 4.3.613.4352

Max Secure Software

Max Secure AntiVirus 6.x - - yes yes - 4.2.1314.0

MaxTotalSecurity 6.x - - yes yes - 4.2.1314.0

MaxTotalSecurity 8.x - - yes yes - 4.2.1314.0

McAfee, Inc.

McAfee Endpoint Protection for | 2.x yes - yes yes yes 4.2.1314.0

Mac

McAfee Endpoint Security for | 10.x yes - yes yes yes 4.2.1314.0

Mac

McAfee Security 1.x yes - yes yes - 4.2.1314.0

McAfee All Access - Internet 3x yes - yes yes - 4.3.87.2304

Security

McAfee All Access - Internet 4.x yes - yes yes - 4.3.87.2304

Security

McAfee Total Protection 4.x yes - yes yes - 4.3.87.2304

McAfee AntiVirus Plus 4.x yes - yes yes - 4.3.226.2304

McAfee Internet Security 1.x yes - yes yes - 4.3.226.2304




Product Name Product Definition | Live Application | Application | Application | Min. Compliance

Version State Update |Running |Kill Uninstall | Module Version
Check Check

McAfee Internet Security 4.x yes - yes yes - 4.3.226.2304

McAfee LiveSafe™ 4.x yes - yes yes - 4.3.226.2304

Mcafee Multi Access - Internet |4.x yes - yes yes - 4.3.264.2304

Security

Microsoft Corporation

System Center Endpoint 4.x yes - yes yes yes 4.2.1314.0

Protection for Mac

Norman AS

Norman Antivirus for Mac 3x - - yes yes - 4.2.1314.0

Palo Alto Networks, Inc.

Traps 4.x yes - yes yes - 4.2.1314.0

Traps 5.x yes - yes yes - 4.3.226.2304

Traps 6.x yes - yes yes - 4.3.688.4353

Panda Security, S.L.

Panda Antivirus 1.x yes - yes yes - 4.2.1314.0

PC Tools Software

1AntiVirus I.x yes - yes yes yes 4.2.1314.0

Pocket Bits LLC

BitMedic AntiVirus - Malware |2.x - - yes yes - 4.2.1314.0

& Adware Security

BitMedic AntiVirus - Malware |3.x - - yes yes - 4.3.940.4353

& Adware Security

ProtectWorks Limited

ProtectMac AntiVirus I.x - - yes yes - 4.2.1314.0

Quick Heal Technologies (P)

Ltd.

Quick Heal Total Security 2.x - - yes yes - 4.3.87.2304

Seqrite Endpoint Security 1.x yes - yes yes - 4.3.940.4353

SecureMac.com, Inc.

MacScan 3x - - yes yes - 4.2.1314.0

SentinelOne

Sentinel Agent 1.x yes - yes yes - 4.2.1314.0

Sentinel Agent 2.x yes - yes yes - 4.2.1314.0




Product Name Product Definition | Live Application | Application | Application | Min. Compliance
Version State Update |Running |Kill Uninstall | Module Version
Check Check
Sentinel Agent 3x yes - yes yes - 4.3.688.4353
Sophos Limited
Sophos Anti-Virus 8.x yes - yes yes yes 4.2.1314.0
Sophos Anti-Virus 9.x yes - yes yes yes 4.2.1314.0
Sophos Home 1.x yes yes yes yes yes 4.3.477.4352
Sophos Home 2.x yes yes yes yes yes 4.3.477.4352
Sophos Endpoint 9.x yes - yes yes - 4.3.824.4353
Symantec Corporation
Norton AntiVirus 12.x yes - yes yes - 4.2.1314.0
Symantec AntiVirus 10.x - - yes yes - 4.2.1314.0
Norton Security 7.x yes - yes yes - 4.3.87.2304
Norton Security 8.x yes - yes yes - 4.3.87.2304
Norton Internet Security 5.x yes - yes yes - 4.3.226.2304
Norton Internet Security 7.x yes - yes yes - 4.3.226.2304
Symantec Endpoint Protection | 8.x yes - yes yes - 4.3.264.2304
Cloud
Symantec Endpoint Protection | 6.x yes yes yes yes - 4.3.477.4352
Symantec Endpoint Protection | 12.x yes yes yes yes - 4.3.477.4352
Symantec Endpoint Protection | 1.x yes yes yes yes - 4.3.477.4352
Symantec Endpoint Protection | 14.x yes yes yes yes - 4.3.477.4352
Norton AntiVirus 8.x yes - yes yes - 4.3.688.4353
ThreatTrack Security, Inc.
VIPRE Business for Mac Agent | 1.x yes - yes yes - 4.2.1314.0
VIPRE Business for Mac Agent |3.x yes - yes yes - 4.2.1314.0
Trend Micro, Inc.
Trend Micro Internet Security | 5.x yes yes yes yes yes 4.2.1314.0
Trend Micro Internet Security | 6.x yes yes yes yes yes 4.2.1314.0
Trend Micro Internet Security | 7.x yes yes yes yes yes 4.2.1314.0
Trend Micro Security 2.x yes yes yes yes - 4.2.1314.0
Trend Micro Security 3x yes yes yes yes - 4.2.1314.0
Trend Micro Internet Security | 8.x yes yes yes yes yes 4.3.87.2304




Product Name Product Definition | Live Application | Application | Application | Min. Compliance
Version State Update |Running |Kill Uninstall | Module Version
Check Check

Trend Micro VirusBuster 8.x yes yes yes yes - 4.3.87.2304
Trend Micro Internet Security | 9.x yes yes yes yes yes 4.3.314.2304
Apex One (Mac) Security Agent | 3.x yes yes yes yes - 4.3.723.4353
UAB RCS LT

Combo Cleaner: Antivirus and | 1.x - - yes yes - 4.2.1314.0
System Optimizer

Voros Innovation

Antivirus Zap 3x - - yes yes - 4.3.520.4352
Webroot Software, Inc.

Webroot SecureAnywhere 9.x yes - yes yes - 4.3.477.4352
Anti-Phishing

Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Apple Inc.

Safari 9.x yes yes - 4.3.940.4353

Safari 6.x yes yes - 4.3.940.4353

Safari 8.x yes yes - 4.3.940.4353

Safari 7.x yes yes - 4.3.940.4353

Safari 11.x yes yes - 4.3.940.4353

AVG Technologies CZ, s.r.o.

AVG LinkScanner 12.x yes yes - 4.3.940.4353
ESET

ESET Cyber Security 6.x yes yes yes 4.3.940.4353
ESET Cyber Security 4.x yes yes yes 4.3.940.4353
ESET Cyber Security 5x yes yes yes 4.3.940.4353
ESET Cyber Security Pro 6.x yes yes yes 4.3.940.4353
ESET Cyber Security Pro 5x yes yes yes 4.3.940.4353
ESET Endpoint Antivirus 6.x yes yes - 4.3.940.4353

ESET Endpoint Security 6.X yes yes - 4.3.940.4353




Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

F-Secure Corporation

F-Secure Client Security for Mac l.x yes yes - 4.3.940.4353

F-Secure Client Security for Mac 13.x yes yes - 4.3.940.4353

F-Secure Computer Protection and 17.x yes yes - 4.3.940.4353

Rapid Detection & Response for Mac

F-Secure Computer Protection for Mac | 17.x yes yes - 4.3.940.4353

F-Secure Computer Protection for Mac | 18.x yes yes - 4.3.940.4353

Fortinet Inc.

FortiClient 6.x yes yes - 4.3.940.4353

Google Inc.

Google Chrome 53x yes yes yes 4.3.940.4353

Google Chrome 62.x yes yes yes 4.3.940.4353

Intego

VirusBarrier 10.x yes yes yes 4.3.940.4353

Kaspersky Lab

Kaspersky Anti-Virus 8.x yes yes - 4.3.940.4353

Kaspersky Anti-Virus 10.x yes yes - 4.3.940.4353

Kaspersky Endpoint Security 10.x yes yes - 4.3.940.4353

Kaspersky Endpoint Security 11.x yes yes - 4.3.940.4353

Kaspersky Internet Security 15.x yes yes - 4.3.940.4353

Kaspersky Internet Security 10.x yes yes - 4.3.940.4353

Kaspersky Internet Security 16.x yes yes - 4.3.940.4353

Kaspersky Internet Security 18.x yes yes - 4.3.940.4353

Kaspersky Internet Security 19.x yes yes - 4.3.940.4353

Kaspersky Internet Security 20.x yes yes - 4.3.940.4353

Kaspersky Security Cloud 19.x yes yes - 4.3.940.4353

Kovell Ventures Ltd.

iDoctor 1.x yes yes - 4.3.940.4353

Kromtech

MacKeeper 2.x yes yes yes 4.3.940.4353

MacKeeper 3.x yes yes yes 4.3.940.4353
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Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Max Secure Software

MaxTotalSecurity 6.x yes yes - 4.3.940.4353

MaxTotalSecurity 8.x yes yes - 4.3.940.4353

McAfee, Inc.

McAfee Endpoint Security for Mac 10.x yes yes yes 4.3.940.4353

Mozilla Corporation

Firefox 49 .x yes yes - 4.3.940.4353

Firefox 57.x yes yes - 4.3.940.4353

Firefox Developer Edition 66.x yes yes - 4.3.940.4353

Firefox Nightly 67.x yes yes - 4.3.940.4353

SeaMonkey 2.x yes yes - 4.3.940.4353

Norman AS

Norman Antivirus for Mac 3.x yes yes - 4.3.940.4353

Opera Software

Opera 40.x yes yes - 4.3.940.4353

Opera 49.x yes yes - 4.3.940.4353

Quick Heal Technologies (P) Ltd.

Seqrite Endpoint Security 1.x yes yes - 4.3.940.4353

Sophos Limited

Sophos Anti-Virus 8.x yes yes yes 4.3.940.4353

Sophos Anti-Virus 9.x yes yes yes 4.3.940.4353

Sophos Home 1.x yes yes yes 4.3.940.4353

Sophos Home 2.x yes yes yes 4.3.940.4353

Symantec Corporation

Norton Internet Security 5.x yes yes - 4.3.940.4353

Norton Internet Security 7.x yes yes - 4.3.940.4353

Norton Security 7.x yes yes - 4.3.940.4353

Norton Security 8.x yes yes - 4.3.940.4353

Tencent

T R I 2.x yes yes - 4.3.940.4353

Trend Micro, Inc.
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Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Apex One (Mac) Security Agent 3.x yes yes - 4.3.940.4353

Trend Micro Internet Security 5.x yes yes yes 4.3.940.4353

Trend Micro Internet Security 6.x yes yes yes 4.3.940.4353

Trend Micro Internet Security 7x yes yes yes 4.3.940.4353

Trend Micro Internet Security 8.x yes yes yes 4.3.940.4353

Trend Micro Internet Security 9.x yes yes yes 4.3.940.4353

Trend Micro Security 2.x yes yes - 4.3.940.4353

Trend Micro Security 3.x yes yes - 4.3.940.4353

Trend Micro VirusBuster 8.x yes yes - 4.3.940.4353

Vivaldi Technologies

Vivaldi 1.x yes yes - 4.3.940.4353

Webroot Software, Inc.

Webroot SecureAnywhere 9.x yes yes - 4.3.940.4353

Backup

Product Name Product Application Application | Application | Min. Compliance Module
Version Running Kill Uninstall | Version

Check

AgileBits

Knox 2.x yes yes - 4.3.940.4353

Apple Inc.

Time Machine 1.x yes yes - 4.3.940.4353

Backblaze, Inc

Backblaze Online Backup 4.x yes yes - 4.3.940.4353

Bombich Software, Inc.

Carbon Copy Cloner 4.x yes yes - 4.3.940.4353

Box, Inc.

Box Sync 7.x yes yes - 4.3.940.4353

Box Sync 4.x yes yes - 4.3.940.4353

CloudBacko

CloudBacko Home 1.x yes yes - 4.3.940.4353
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Product Name Product Application Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Code42 Software

CrashPlan 3.x yes yes yes 4.3.940.4353

CodeLathe LLC

Tonido 4.x yes yes yes 4.3.940.4353

Decimus Software Inc.

Synk 7.x yes yes - 4.3.940.4353

Dropbox, Inc.

Dropbox 3x yes yes yes 4.3.940.4353

Econ Technologies, Inc.

ChronoSync 1.x yes yes - 4.3.940.4353

ENC Security Systems

EncryptStick 5.x yes yes - 4.3.940.4353

F-Secure Corporation

F-Secure Online Backup Service for |2.x yes yes - 4.3.940.4353

Consumers

FREERIDECODING

SmartBackup 3.x yes yes - 4.3.940.4353

Google Inc.

Google Drive 1.x yes yes - 4.3.940.4353

Hitek Software LLC

JaBack 9.x yes yes - 4.3.940.4353

IDrive Inc.

[Drive 2.x yes yes - 4.3.940.4353

IDrive 5.x yes yes - 4.3.940.4353

[Drive 1.x yes yes - 4.3.940.4353

IDrive 3x yes yes - 4.3.940.4353

Intego

Personal Backup 10.x yes yes - 4.3.940.4353

Kovell Ventures Ltd.

iDoctor 1.x yes yes - 4.3.940.4353

Kromtech
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Product Name Product Application Application | Application | Min. Compliance Module
Version Running Kill Uninstall | Version
Check
MacKeeper 2.x yes yes yes 4.3.940.4353
MacKeeper 3.x yes yes yes 4.3.940.4353
MacDaddy.io
Mac Backup Guru 1.x yes yes - 4.3.940.4353
Mega Limited
MEGAsync 2.x yes yes - 4.3.940.4353
Microsoft Corporation
OneDrive 17.x yes yes - 4.3.940.4353
Mozy, Inc.
MozyHome 2.x yes yes - 4.3.940.4353
Shirt Pocket
SuperDuper! 2.x yes yes yes 4.3.940.4353
SpiderOak
SpiderOak 6.x yes yes - 4.3.940.4353
Telefonica Brasil
Backup Vivo 2.X yes yes yes 4.3.940.4353
TRI-EDRE
Tri-BACKUP 7 7.x yes yes - 4.3.940.4353
Webroot Software, Inc.
Webroot SecureAnywhere 9.x yes yes - 4.3.940.4353
ZipCloud.com
ZipCloud I.x yes yes - 4.3.940.4353
ZipCloud 2.x yes yes - 4.3.940.4353
Browser
Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check |Kill Uninstall \ersion
Alexander Clauss
iCab 5.x yes yes - 4.3.940.4353
Apple Inc.
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Product Name Product Application Application | Application | Min. Compliance Module
\ersion Running Check | K:ill Uninstall Version

Safari 9.x yes yes - 4.3.940.4353

Safari 6.x yes yes - 4.3.940.4353

Safari 8.x yes yes - 4.3.940.4353

Safari 7.x yes yes - 4.3.940.4353

Safari I1.x yes yes - 4.3.940.4353

Camino Project

Camino 2.x yes yes - 4.3.940.4353

Céc Coc

Cbc Cbe 42.x yes yes - 4.3.940.4353

Fenrir Inc.

Sleipnir 4.x yes yes - 4.3.940.4353

Google Inc.

Google Chrome 53.x yes yes yes 4.3.940.4353

Google Chrome 62.x yes yes yes 4.3.940.4353

Maxthon International Itd.

Maxthon 4.x yes yes - 4.3.940.4353

Mozilla Corporation

Firefox 49.x yes yes - 4.3.940.4353

Firefox 57.x yes yes - 4.3.940.4353

Firefox Developer Edition | 66.x yes yes - 4.3.940.4353

Firefox Nightly 67.x yes yes - 4.3.940.4353

SeaMonkey 2.x yes yes - 4.3.940.4353

Opera Software

Opera 40.x yes yes - 4.3.940.4353

Opera 49.x yes yes - 4.3.940.4353

The NetSurf Developers

NetSurf 2.x yes yes - 4.3.940.4353

The Omni Group

OmniWeb 5.x yes yes - 4.3.940.4353

The Shiira Developers

Shiira 2.x yes yes - 4.3.940.4353
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Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check | K:ill Uninstall Version
The Tor Project
Tor Browser 6.x yes yes - 4.3.940.4353
Torch Media Inc.
Torch 23.x yes yes - 4.3.940.4353
Vivaldi Technologies
Vivaldi I.x yes yes - 4.3.940.4353
Disk Encryption
Product Name Product Encryption | Application | Application | Application | Min. Compliance
\ersion State Running Kill Uninstall | Module Version
Check Check
Apimac, software
Protect Files 2.X - yes yes - 4.2.1314.0
Apple Inc.
FileVault 10.x yes yes yes - 4.2.1314.0
Beachhead Solutions
SimplySecure 6.x - yes yes - 4.3.940.4353
BeLight Software Ltd.
Concealer I.x - yes yes - 4.2.1314.0
Check Point Software
Technologies
Check Point Endpoint Security 8.x yes yes yes - 4.2.1314.0
Dell Inc.
Dell Data Protection | Encryption | 8.x yes yes yes - 4.2.1314.0
ENC Security Systems
EncryptStick 5.x - yes yes - 4.2.1314.0
Hitek Software LLC
AutoKrypt 11.x yes yes yes - 4.2.1314.0
Kovell Ventures Ltd.
iDoctor 1.x yes yes yes - 4.2.1314.0
Kromtech
MacKeeper 2.x yes yes yes ‘ yes | 4.2.1314.0

16




Product Name Product Encryption | Application | Application | Application | Min. Compliance
Version State Running Kill Uninstall | Module Version
Check Check
MacKeeper 3x yes yes yes yes 4.2.1314.0
MadowSoft Software
MacFort 4.x - yes yes - 4.2.1314.0
NCH Software
MEO File Encryption Software 2x - yes yes - 4.2.1314.0
Sophos Limited
Sophos SafeGuard 6.x yes yes yes - 4.2.1314.0
Sophos Endpoint 9.x - yes yes - 4.3.824.4353
Symantec Corporation
Symantec Encryption Desktop 10.x yes yes yes - 4.2.1314.0
Data Loss Prevention
Product Name Product Application Running | Application Application Min. Compliance Module
Version Check Kill Uninstall \ersion
CleverFiles
Disk Drill 2.x yes yes - 4.3.940.4353
iMobie Inc.
PhoneRescue 1.x yes yes - 4.3.940.4353
Kovell Ventures Ltd.
iDoctor l.x yes yes - 4.3.940.4353
Cloud
Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check |Kill Uninstall \ersion
Accellion
kiteworks 1.x yes yes - 4.3.940.4353
Apple Inc.
iCloud 6.x yes yes - 4.3.940.4353
Backblaze, Inc
Backblaze Online Backup |4.x yes yes - 4.3.940.4353
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Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check |Kill Uninstall Version

Barracuda Networks, Inc.

Copy 3.x yes yes - 4.3.940.4353

Bitcasa, Inc.

Bitcasa Drive 3.x yes yes - 4.3.940.4353

BitTorrent Inc.

BitTorrent Sync 2.X yes yes - 4.3.940.4353

Box, Inc.

Box Sync 7.x yes yes - 4.3.940.4353

Box Sync 4.x yes yes - 4.3.940.4353

CloudBacko

CloudBacko Home 1.x yes yes - 4.3.940.4353

CloudMe

CloudMe Sync 1.x yes yes - 4.3.940.4353

Code42 Software

CrashPlan 3x yes yes yes 4.3.940.4353

CodeLathe LLC

Tonido 4.x yes yes yes 4.3.940.4353

Dropbox, Inc.

Dropbox 3x yes yes yes 4.3.940.4353

Egnyte, Inc

Egnyte Desktop Sync 8.x yes yes - 4.3.940.4353

Golden Frog, GmbH.

Dump Truck l.x yes yes - 4.3.940.4353

Google Inc.

Google Drive 1.x yes yes - 4.3.940.4353

Google Photos Backup 1.x yes yes - 4.3.940.4353

LaCie

Wauala 1.x yes yes - 4.3.940.4353

Mega Limited

MEGAsync 2.x yes yes - 4.3.940.4353

Microsoft Corporation
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Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check |Kill Uninstall Version

OneDrive 17.x yes yes - 4.3.940.4353

Mozy, Inc.

MozyHome 2.x yes yes - 4.3.940.4353

ownCloud

ownCloud 1.x yes yes yes 4.3.940.4353

SpiderOak

SpiderOak 6.x yes yes - 4.3.940.4353

Verizon Wireless

Verizon Cloud 1.x yes yes - 4.3.940.4353

Public File Sharing

Product Name Product Application Application | Application | Min. Compliance Module

Version Running Check | Kill Uninstall | Version

Azureus Software, Inc

Vuze Bittorrent Client 2.x yes yes - 4.3.940.4353

Vuze Bittorrent Client 5.x yes yes - 4.3.940.4353

BitTorrent Inc.

BitTorrent 7.x yes yes yes 4.3.940.4353

David Watanabe

Xtorrent 2.x yes yes - 4.3.940.4353

Deusty Designs, LLC

Mojo 3.x yes yes - 4.3.940.4353

ELTIMA Software

Folx 4.x yes yes - 4.3.940.4353

FileZilla Project

FileZilla 3.x yes yes - 4.3.940.4353

FrostWire

FrostWire 6.x yes yes - 4.3.940.4353

iterate GmbH

Cyberduck 4.x yes yes - 4.3.940.4353

Lime Wire LLC.

19



Product Name Product Application Application | Application | Min. Compliance Module
Version Running Check | Kill Uninstall | Version
LimeWire 1.x yes yes - 4.3.940.4353
LimeWire 5x yes yes - 4.3.940.4353
NCH Software
Classic FTP 3.x yes yes - 4.3.940.4353
Participatory Culture Foundation
Miro 5x yes yes - 4.3.940.4353
Miro 6.x yes yes - 4.3.940.4353
Petar Maymounkov
aMule 2.x yes yes - 4.3.940.4353
Phex Development Team
Phex 3x yes yes - 4.3.940.4353
Popcorn Time
Popcorn Time Version 0.x yes yes - 4.3.940.4353
Popcorn Time 5x yes yes - 4.3.940.4353
Sarwat Khan
Tomato 1.x yes yes - 4.3.940.4353
The Transmission Project
Transmission 2.x yes yes - 4.3.940.4353
KTorrent
pTorrent I.x yes yes yes 4.3.940.4353
Firewall for Windows
Product Name Product Firewall | Enable | Application | Application | Application | Min. Compliance
Version Enabled | Firewall | Running Kill Uninstall | Module Version
Check Check
Apple Inc.
Mac OS X Builtin Firewall 5.x yes yes yes yes - 4.3.940.4353
Mac OS X Builtin Firewall 10.x yes yes yes yes - 4.3.940.4353
Check Point Software
Technologies
Check Point Endpoint Security |8.x yes - yes yes - 4.3.940.4353
ESET
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Product Name Product Firewall | Enable | Application | Application | Application | Min. Compliance

Version Enabled |Firewall | Running |Kill Uninstall | Module Version
Check Check

ESET Cyber Security Pro 6.x yes - yes yes yes 4.3.940.4353

ESET Cyber Security Pro 5x yes - yes yes yes 4.3.940.4353

ESET Endpoint Security 6.x yes - yes yes - 4.3.940.4353

F-Secure Corporation

F-Secure Anti-Virus for Mac 1.x - - yes yes yes 4.3.940.4353

F-Secure Anti-Virus for Mac 16.x - - yes yes yes 4.3.940.4353

F-Secure Anti-Virus for Mac 17.x - - yes yes yes 4.3.940.4353

F-Secure Client Security for Mac | 1.x - - yes yes - 4.3.940.4353

F-Secure Client Security for Mac | 13.x - - yes yes - 4.3.940.4353

F-Secure Computer Protection |17.x - - yes yes - 4.3.940.4353

and Rapid Detection & Response

for Mac

F-Secure Computer Protection for | 17.x - - yes yes - 4.3.940.4353

Mac

F-Secure Computer Protection for | 18.x - - yes yes - 4.3.940.4353

Mac

Fortinet Inc.

FortiClient 6.x - - yes yes - 4.3.940.4353

hanynet.com

IceFloor 2.x - - yes yes - 4.3.940.4353

WaterRoof 3x - - yes yes - 4.3.940.4353

Intego

Flextivity 1.x yes - yes yes - 4.3.940.4353

NetBarrier 10.x yes - yes yes - 4.3.940.4353

VirusBarrier 10.x yes - yes yes yes 4.3.940.4353

McAfee, Inc.

McAfee All Access - Internet 3x yes - yes yes - 4.3.940.4353

Security

McAfee All Access - Internet 4.x yes - yes yes - 4.3.940.4353

Security

McAfee AntiVirus Plus 4.x - - yes yes - 4.3.940.4353

McAfee Endpoint Protection for | 2.x yes - yes yes yes 4.3.940.4353

Mac
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Product Name Product Firewall | Enable | Application | Application | Application | Min. Compliance
Version Enabled |Firewall | Running | Kill Uninstall | Module Version
Check Check

McAfee Endpoint Security for | 10.x yes - yes yes yes 4.3.940.4353

Mac

McAfee Internet Security 1.x - - yes yes - 4.3.940.4353

McAfee Internet Security 4.x - - yes yes - 4.3.940.4353

McAfee LiveSafe™ 4.x - - yes yes - 4.3.940.4353

McAfee Security 1.x yes - yes yes - 4.3.940.4353

McAfee Total Protection 4.x - - yes yes - 4.3.940.4353

Mcafee Multi Access - Internet | 4.x - - yes yes - 4.3.940.4353

Security

Objective Development Soft.

Little Snitch 3.x - - yes yes - 4.3.940.4353

Open Door Networks, Inc.

DoorStop X 2.x yes - yes yes - 4.3.940.4353

Symantec Corporation

Norton AntiVirus 12.x - - yes yes - 4.3.940.4353

Norton AntiVirus 8.x - - yes yes - 4.3.940.4353

Norton Internet Security 5x - - yes yes - 4.3.940.4353

Norton Internet Security 7.x - - yes yes - 4.3.940.4353

Norton Security 7.x - - yes yes - 4.3.940.4353

Norton Security 8.x - - yes yes - 4.3.940.4353

Symantec Endpoint Protection |6.x - - yes yes - 4.3.940.4353

Symantec Endpoint Protection | 12.x - - yes yes - 4.3.940.4353

Symantec Endpoint Protection | 1.x - - yes yes - 4.3.940.4353

Symantec Endpoint Protection | 14.x - - yes yes - 4.3.940.4353

Symantec Endpoint Protection | 8.x - - yes yes - 4.3.940.4353

Cloud

Health Agent

Product Name Product Application Application | Application | Min. Compliance
Version Running Check |Kill Uninstall Module Version

Cisco Systems, Inc.
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Product Name Product Application Application | Application | Min. Compliance
Version Running Check |Kill Uninstall Module Version

Cisco AnyConnect Secure Mobility | 3.x yes yes - 4.3.940.4353

Client

Cisco AnyConnect Secure Mobility | 4.x yes yes - 4.3.940.4353

Client

Tencent

J T A B K 2x yes yes - 4.3.940.4353

Messenger

Product Name Product Application Application Application | Min. Compliance Module
Version Running Check |Kill Uninstall | Version

Accessory Software

Fat Chat 2.x yes yes - 4.3.940.4353

AOL Inc.

AOL Desktop for Mac 1.x yes yes - 4.3.940.4353

Apple Inc.

Messages 7.x yes yes - 4.3.940.4353

Messages 8.x yes yes - 4.3.940.4353

Messages 9.x yes yes - 4.3.940.4353

Atlassian

HipChat/ 3x yes yes - 4.3.940.4353

HipChat’ 2.x yes yes - 4.3.940.4353

Brosix

Brosix 3x yes yes - 4.3.940.4353

Cerulean Studios, LLC

Trillian 3.x yes yes - 4.3.940.4353

Trillian I.x yes yes - 4.3.940.4353

Cisco Systems, Inc.

Cisco Jabber 11.x yes yes - 4.3.940.4353

Emesene

emesene 2.x yes yes - 4.3.940.4353

iCall.com
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Product Name Product Application Application Application | Min. Compliance Module
\ersion Running Check |Kill Uninstall | Version

iCall 1.x yes yes yes 4.3.940.4353

ICQ

ICQ 1.x yes yes - 4.3.940.4353

ISL Online

ISL Pronto 2.x yes yes - 4.3.940.4353

Javelin.cc.

Colloquy 2.x yes yes - 4.3.940.4353

Live2Support

CD Messenger 3x yes yes - 4.3.940.4353

CD Messenger 2.x yes yes - 4.3.940.4353

LiveChat, Inc.

LiveChat 3x yes yes - 4.3.940.4353

Palringo LLC.

Palringo 1.x yes yes - 4.3.940.4353

Palringo 5.x yes yes - 4.3.940.4353

Petar Maymounkov

aMule 2.x yes yes - 4.3.940.4353

Piip Corperation

Piip 1.x yes yes - 4.3.940.4353

ProProfs

Live2Support 1.x yes yes - 4.3.940.4353

Regedanzter

Facebook Messenger 4 Mac | 1.x yes yes - 4.3.940.4353

SHAPE

IM+ 1.x yes yes - 4.3.940.4353

Skype Technologies S.A.

Skype 7.x yes yes - 4.3.940.4353

Slack Technologies, Inc.

Slack 1.x yes yes - 4.3.940.4353

Softros Systems, Inc.

Softros LAN Messenger 2.x yes yes - 4.3.940.4353
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Product Name Product Application Application Application | Min. Compliance Module
Version Running Check |Kill Uninstall | Version
Srimax Software System
OMessenger 1.x yes yes - 4.3.940.4353
Output Messenger 1.x yes yes - 4.3.940.4353
TEL.RED, LLC
Sky Mac 1.x yes yes - 4.3.940.4353
Tencent
QQ 2.x yes yes - 4.3.940.4353
Yahoo! Inc.
Yahoo! Messenger 3x yes yes - 4.3.940.4353
YSL Holdings LLC.
Yugma 4.x yes yes - 4.3.940.4353
Patch Management
Product Product | Activate | Enable Update Enabled | Up-to-date | Application | Application | Application | Min.
Name \ersion | GUI Remediation | Remediation | check |check Running |Kill Uninstall | Compliance
remediation Check Module
Version
Apple Inc.
Software 2.x - - - - - yes yes - 4.2.1314.0
Update
Software 1.x - - - - - yes yes - 4.2.1314.0
Update
Software 3x - - - - - yes yes - 4.3.150.2304
Update
Dell Inc.
Dell KACE |5.x - - - - - yes yes - 4.2.1314.0
Agent
IBM Corp.
IBM Bigfix |9.x - - - - - yes yes - 434134352
Client
Ivanti, Inc.
Ivanti 8.x - - - - - yes yes - 434774352
PatchLink
Agent
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Product
\ersion

Product
Name

Activate
GUI
remediation

Enable
Remediation

Update
Remediation

Enabled
check

Up-to-date
check

Application
Running
Check

Application
Kill

Uninstall

Application

Min.
Compliance
Module
Version

JAMF
Software

Casper Suite | 9.x

yes

yes

4.3.6884353

Casper Suite | 10.x

yes

yes

4.3.6884353

Kromtech

MacKeeper |2.x

yes

yes

yes

4.2.1314.0

MacKeeper |3.x

yes

yes

yes

4.2.1314.0

MacPaw
Inc.

CleanMyMac | 4.x

X

yes

yes

4.3.824.4353

Munki

Managed [4.x
Software

Center

yes

yes

434134352

Patch
management
remediation
is not
supported
for Mac
OsX

Unclassified

Product Name

Product
Version

Application
Running
Check

Kill

Application

Application
Uninstall

Min. Compliance Module

Version

3T Software Labs GmbH

Studio 3T

yes

yes

4.3.940.4353

ActiveState

ActivePerl

yes

yes

4.3.940.4353

Adobe Systems Inc.

Adobe Acrobat

19.x

yes

yes

4.3.940.4353

Adobe Acrobat

17.x

yes

yes

4.3.940.4353
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Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Adobe Acrobat 11.x yes yes - 4.3.940.4353

Adobe Acrobat DC Classic 17.x yes yes - 4.3.940.4353

Adobe Acrobat DC Continuous 19.x yes yes - 4.3.940.4353

Adobe Acrobat Reader DC Classic 17.x yes yes - 4.3.940.4353

Adobe Acrobat Reader DC Continuous | 15.x yes yes - 4.3.940.4353

Adobe Flash Player 23.x yes yes yes 4.3.940.4353

Adobe Flash Player 22.x yes yes yes 4.3.940.4353

Adobe Flash Player 21.x yes yes yes 4.3.940.4353

Adobe Flash Player 20.x yes yes yes 4.3.940.4353

Adobe Flash Player 24.x yes yes yes 4.3.940.4353

Adobe Reader 11.x yes yes yes 4.3.940.4353

Adobe Reader 10.x yes yes yes 4.3.940.4353

AgileBits

1Password 6.x yes yes - 4.3.940.4353

Alfons Schmid

Notebooks 1.x yes yes - 4.3.940.4353

Apache Software Foundation

OpenOffice 4.x yes yes - 4.3.940.4353

Apple Inc.

QuickTime Player 10.x yes yes - 4.3.940.4353

QuickTime Player 7.x yes yes - 4.3.940.4353

iTunes 12.x yes yes - 4.3.940.4353

Bare Bone Software, Inc.

TextWrangler 5.x yes yes - 4.3.940.4353

Card Data Recovery

Card Data Recovery 1.x yes yes - 4.3.940.4353

DearMob, Inc

SKPlayer 3x yes yes - 4.3.940.4353

ELTIMA Software

Airy 3x yes yes - 4.3.940.4353

Elmedia Player 6.x yes yes - 4.3.940.4353
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Product Name Product Application | Application | Application | Min. Compliance Module

Version Running Kill Uninstall | Version
Check

Etwok, LLC

NetSpot 2.x yes yes - 4.3.940.4353

Firebird Project

Firebird SQL Server 1.x yes yes - 4.3.940.4353

Google Inc.

Chrome Remote Desktop 56.x yes yes - 4.3.940.4353

iMobie Inc.

MacClean 2.x yes yes - 4.3.940.4353

Intego

Flextivity 1.x yes yes - 4.3.940.4353

Joyent, Inc.

Node.js I.x yes yes - 4.3.940.4353

Kaspersky Lab

Kaspersky Security Cloud 19.x yes yes - 4.3.940.4353

Mozilla Corporation

Thunderbird 24.x yes yes yes 4.3.940.4353

Nektony

VSD Viewer 4.x yes yes - 4.3.940.4353

OPSWAT, Inc.

OPSWAT Client 10.x yes yes - 4.3.940.4353

Oracle Corporation

Java I.x yes yes yes 4.3.940.4353

Java 10.x yes yes yes 4.3.940.4353

Piriform Ltd

CCleaner 1.x yes yes - 4.3.940.4353

Python Software Foundation

Python 3x yes yes - 4.3.940.4353

Python 2.7 2.x yes yes - 4.3.940.4353

Sublime HQ Pty Ltd

Sublime Text Version 2.x yes yes - 4.3.940.4353

Symantec Corporation
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Product Name Product Application | Application | Application | Min. Compliance Module
Version Running Kill Uninstall | Version
Check

Norton Internet Security 5.x yes yes - 4.3.940.4353
Norton Internet Security 7.x yes yes - 4.3.940.4353
The Document Foundation

LibreOffice 5x yes yes - 4.3.940.4353
VideoLAN

VLC 2.x yes yes - 4.3.940.4353
VPN Client

Product Name Product Application Application | Application | Min. Compliance

\ersion Running Kill Uninstall | Module Version
Check

Check Point Software Technologies

Check Point Endpoint Security 8.x yes yes - 4.3.940.4353
ChungwaSoft

Shimo 3x yes yes - 4.3.940.4353
Cisco Systems, Inc.

Cisco AnyConnect Secure Mobility Client | 3.x yes yes - 4.3.940.4353
Cisco AnyConnect Secure Mobility Client | 4.x yes yes - 4.3.940.4353
Dell Inc.

Connect Tunnel 11.x yes yes - 4.3.940.4353
Fortinet Inc.

FortiClient 6.x yes yes - 4.3.940.4353
Golden Frog, GmbH.

VyprVPN 2.x yes yes - 4.3.940.4353
GreenWorldSoft

VPN Server Configurator 2.x yes yes - 4.3.940.4353
Juniper Networks

Junos Pulse 5x yes yes - 4.3.940.4353
Network Connect 6.x yes yes - 4.3.940.4353
Kryptotel fz llc

Vpn One Click 1.x yes yes - |4.3.940.4353
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Product Name Product Application Application | Application | Min. Compliance
Version Running Kill Uninstall | Module Version
Check

NCP Network Communications

Products engineering GmbH

NCP Secure Enterprise Client 2.x yes yes - 4.3.940.4353
NCP Secure Entry Client 2.x yes yes - 4.3.940.4353
Privax Ltd

HMA! Pro VPN 3x yes yes - 4.3.940.4353
PSEUD.iO

Total VPN 1.x yes yes - 4.3.940.4353
PureVPN

PureVPN 1.x yes yes - 4.3.940.4353
Shellfire

Shellfire VPN 2.x yes yes - 4.3.940.4353
Virtual Machine Support

Product Name Product Application Running | Application Application Min. Compliance Module

\ersion Check Kill Uninstall \ersion

Oracle Corporation

VirtualBox 4.x yes yes - 4.3.940.4353
Parallels, Inc.

Parallels Desktop 9.x yes yes - 4.3.940.4353
VMware, Inc.

VMware Fusion 6.x yes yes yes 4.3.940.4353
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